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Copyright and Confidentiality Notice

This document is copyright © invinsec Limited.  All rights reserved. 

The contents of this document may not be copied or duplicated in any form, in whole or in part, without 
the prior written permission of invinsec Limited. 

The information in this document is subject to change without notice and only the published version of this 
document is considered active. invinsec Limited will not be liable for any damages resulting from technical 
omissions or errors which may be present in this document. 

This document is an unpublished work protected by the United Kingdom laws and is proprietary to invinsec 
Limited. Disclosure, copying, reproduction, merger, translation, modification, enhancement, or use of this 
document by anyone other than authorized employees of invinsec, authorised users, or licensees of invin-
sec Limited without the prior written consent of invinsec Limited is prohibited.
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1. Introduction

Threat intelligence is an elusive concept. Many cyber-security vendors have developed numerous 
definitions for it based not only upon different procedural viewpoints.  As a result, the key concepts and 
principles of threat intelligence are explaining the role it plays within cyber-security and network defence, 
while offering advice and best practice. This will equip the reader with a basic understanding of the benefits 
of threat intelligence and the importance of investing effort and resources into developing it.

A comprehensive description of Threat Intelligence:

[It is] evidence-based knowledge, including context, mechanisms, indicators, implications and actionable 
advice, about an existing or emerging menace or hazard to assets that can be used to inform decisions 

regarding the subject’s response to that menace or hazard.

2. Name of Exploit

Syn/Ack Ransomware using the ‘Doppelgänging’ Technique

3. Type of Exploit

Ransomware, Trojan, Malware

4. How Exploit is Spread

This attack uses transactional NTFS to alter and create both files and directories in the infected computer.

5. Global Risk

Low - only observed attacks have been seen in the USA, Kuwait, Germany, and Iran. This leads invinsec to 
believe that this is targeted ransomware.

6. Company Risk

Low - only observed attacks have been seen in the USA, Kuwait, Germany, and Iran. This leads invinsec 
to believe that this is targeted ransomware. invinsec Threat Intelligence Analysts have found that you are 
not impacted or compromised by the ransomware and it is not present on any system monitored by the 
invinsec SOC.
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7. Impact

The ransomware will seize control of your system and lock you out. If the malware infects your personal 
system, it will have a medium to high impact. However, the impact on an organisation will be much 
greater (high to critical) and will lead to a loss of productivity, will incur a financial impact through paying 
the ransom or needing to employ a 3rd party security company to cleanse the corporate network and an 

unquantifiable reputational impact.

8. Summary

This Syn/Ack Ransomware’s main goal is to infect the system and encrypt the victim’s files and demand a 
fee from the user to release the files. A screen will appear with instructions on how to remove the malware 
by paying a ransom (believed to be in bitcoin but due to the lack of information available, this may not be 
accurate).

9. How It Works

This attack uses transactional NTFS to alter and create both files and directories on the infected computer. 
The ransomware also ensures it has access to all the important file targets by killing off some processes that 
would otherwise keep these files inactive and off-limits.

The NTFS file system and legacy Windows process loader that still exist on all Windows versions since 
Windows XP are crucial parts of this malware.

The new aspect about this ransomware is that it is adopting new techniques to infect computers and the 
current variant of the ransomware is using a ‘Doppelgänger’ approach, in which it is transforming its files in 
order to bypass and avoid detection from anti-virus software and other security tools.

This process of ‘Doppelgänging’ was first presented at the Black Hat conference in December 2017 by 
security researchers, after which it was picked up by malefactors and used in several malware species.

Below is an image of what an encrypted and infected system will display:



Client Confidential - Version 1.0
© 2018 - invinsec | Threat Intelligence Briefing 7

invinsec - Threat Intelligence Briefing

10. Remediation / Prevention

invinsec advises the following preventative measures:

Prior to encryption, the malware first checks to see if one of several hardcoded keyboard languages is 
installed on the target machine.  If found, the malicious code will effectively terminate, resulting in an 
extremely simple “patch” of sorts. The following steps have been found to be effective on several versions 
of Windows 7 and on Windows 10 – preventing the malware from triggering.   
These steps can be taken proactively.

Windows 7 - here is the list of keyboards layouts you can add – any will suffice:

• Armenian

• Azeri, (Cyrillic, Azerbaijan

• Belarusian

• Georgian

• Kazakh

• Ukrainian

• Uzbek (Cryillic, Uzbekistan

• Uzbek (Latin,Uzbekistan

• Russian

• Tajik

Windows 10 – adding Language Support:

• Armenian

• Azeri, (Cyrillic, Azerbaijan)

• Belarusian

• Georgian

• Kazakh

• Ukrainian

• Uzbek (Cryillic, Uzbekistan)

• Uzbek (Latin,Uzbekistan)

• Russian

• Tajik
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10. Remediation / Prevention Continued

• Ensure that you apply patches and updates when prompted by your system

• Back up your data regularly either to a cloud or external media drive

• If you do not use Windows Remote Desktop, our recommendation is disable it

• Use a good security solution with a built-in firewall

• BroadBot is already able to detect this attack and assign it the appropriate severity rating.
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Appendix – Threat Intelligence Severity Scale and Definitions

Severity Terminology Definition

0 Unknown There is not enough info to assess Threat Level.

1 Suspicious
There has been no confirmed malicious activity, but 
suspicious or questionable activity has been observed 
from an unknown threat.

2 Low
This indicator represents an unsophisticated adversary 
— it may be purely opportunistic and short term or 
indicate pre-compromise activity.

3 Moderate

This indicator may represent a capable adversary — 
their actions are moderately directed and determined, 
and the indicator corresponds to the 
delivery/exploitation/installation phase.

4 High
This indicator can be attributed to an advanced ad-
versary and represents that targeted and persistent 
activity has already taken place.

5 Critical

This indicator represents a highly skilled and resourced 
adversary — it should be reserved for those adversar-
ies with unlimited capability and is critical at any phase 
of the intrusion.


